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OMS. Pykosodcmeo adMuHucmpamopa

CocTtaB nporpammHoro ob6ecne4yeHus (MO)

B coctas OMS BxogaT criegytoLine Moaynu:
1. CYB[ MySQL.

2. Moaynb nonyyeHust MHGOPMaLMM O KOMMYyTauusiXx 4yepe3 oyepedb
coobLueHnn RabbitMQ.

3. Mogynbe nonyyeHws uHdoOpMauMM O CMEHe TOMonorunm cetu 4vepes
odepeab coobueHun RabbitMQ.

4. Mogynb nony4yeHus MHopMaLun O NONOXEHUA aBTOTpPaHCNopTa Yyepes
cepsuc Wialon.

Mogynb koHGuUrypuposaHmsa OMS — omsadmin.
CepBep reogaHHbix Ha ocHoBe Open Street Map (OSM).

Cepeep OMS ¢ mogynem obmeHa gaHHbIMM Ha ocHoBe WEB API.

© N o u

MpunoxeHuss agMWHUCTpaTopa AN 3arpy3ku AaHHbIX U3 BHELUHUX
nctoyHmkoB: KML dpaiinbl, CUCTEMbl XpaHeHUs MWHGOPMaLuuU o
noTpebutensx u T.4.

TpeboBaHuA kK cuctemHomy MO

1. OnepaunoHHas cuctema Ubuntu Server 64 18.04.1 v BbliLLE.
2. CYb[ MySQL 8.5 n Bhbiwwe.
3. Python 3.7 u Bbiwe.

TpeGoBaHusA K annapaTHOMYy obecneyeHuro

MuHumanbHble TpeboBaHus k cepsepy OMS: npoueccop Intel i7 2GHz, 4I'6
RAM, 506 HDD. Jumutupylowmm ¢akTtopom pasmepa XXeCcTKOro Aucka
ABnseTcs 3anucb B Ba3dy AaHHbIX XypHana OTKIHYeHHOro obopyaosaHns u
notpebutenen.

Ona GIS cepsepa: npoueccop Intel i7 2GHz, 8I'6 RAM, 1006 HDD.

Mopsaok ycTaHOBKM U KOHPUrypupoBaHus

Ubuntu server

YcraHoBka OC Ubuntu server ocyliecTBnsieTCs CTaHOapTHO COrnacHo
AokymeHTauum npoussoantens OC.

Bce pencteBua co crtopoHbl OMS npousBogsATcs nog nomnb3oBaTenem
omsserver. Heobxogumo cosgaTtb 3TOro Norb3oBaTens Co CreaylowyMm
XapakTepucTukamu:

__________________________________________________________________________________________________

__________________________________________________________________________________________________

GID — www-data
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CYBA MySQL

Nginx

YcraHoBka MySQL ocyulectensieTca cTaHgapTHO M3 penosutapusa Ubuntu
Server. lNaponb nonb3oBaTtens [PASSWORD] HeoOxooumMo 3amMeHUTb Ha
HOBbIN.

__________________________________________________________________________________________________

sudo apt update

i sudo apt install mysgl-server
i sudo mysql secure installation

__________________________________________________________________________________________________

__________________________________________________________________________________________________

create database pathfinder;

GRANT ALL PRIVILEGES ON *.* TO 'pathfinder'Q@'S"
IDENTIFIED BY ' [PASSWORD] ;

________________________________________________________________________________________________

create database pathfinder;

CREATE USER 'pathfinder'@'s' IDENTIFIED BY
' [PASSWORD] ' ;

GRANT ALL ON pathfinder.* TO 'pathfinder'@'S%';

Mocne aToro HeobxoaUMO 3arpy3nTb CXeMY AaHHbIX, HANPUMEP, C MOMOLLBHO
npunoxerHuna MySQLWorkbench nnm koHCONbHOIO NPUNOXEHUS:

__________________________________________________________________________________________________
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Mocne 3TOro HeobxoaMmo co3natb dann KOHpUrypaumm
/etc/nginx/sites-available/omsserver.conf €O cnegywWwmMmMn
napameTpamu:

upstream omsserver {

server unix:/tmp/omsserver-uwsgi.sock;

server {
listen 80;
server tokens off;

server name [IP agpec cepsepal];

location / {

root /var/www/omsfrontend/dist;

location ~* \.html$ {

add header Cache-Control "no-store, no-
cache, must-revalidate";

}

location ~*
\.(?:Js|css|icolpng|svglgif|jpe?g|woff|woff2|eot|ttf]
otf)s {

etag off;

add header Cache-Control "private, max-
age=31536000, immutable";

access log off;

}

location /socket.io {
include proxy params;
proxy http version 1.1;
proxy buffering off;
proxy set header Upgrade Shttp upgrade;
proxy set header Connection "Upgrade";

proxy pass http://127.0.0.1:5000/socket.io;
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( location /rsdu/oms/api { E
E include proxy params; E
E proxy pass http://127.0.0.1:5000; i
E uwsgl pass header Session-Key; E
)
E location /static { E
E root /var/www/omsserver;

)
E location /rsdu/oms/static {

E root /var/www/omsserver;

-
)

Ctpoky [IP agpec cepBepa] HeOOXOOUMMO 3aMEHWUTb Ha pearnbHbI agpec
cepBepa.

BbinonHuTb KOMaHAy:

i 1n -s /etc/nginx/sites-available/omsserver.conf
i /etc/nginx/sites-enabled/

mkdir /var/www/omsserver

chown -R omsserver:www-data /var/www/omsserver
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D,anee noBTOpPAEM ,EleVICTBMFI ana  npunoXxeHuma agaMnHUCTpupoBaHUA.
Cos3pgaem hann /etc/nginx/sites-available/omasadmin.conf:
upstream uwsgi omsadmin upstream {

server unix:/tmp/omsadmin-uwsgi.sock;

server {
listen 8080;
server tokens off;

server name [IP ampec cepsepal;

location / {

include proxy params;

uwsgl pass header Session-Key;

location /static {

root /var/www/omsadmin;

location /rsdu/oms/static {

root /var/www/omsadmin;

proxy pass http://127.0.0.1:5005; E

Ctpoky [IP agpec cepBepa] HeOOXOOUMO 3aMEHWTb Ha pearbHbIA agpec
cepsepa.

BbINONHUTBL KOMaHAay:

1n -s /etc/nginx/sites-available/omsadmin.conf
/etc/nginx/sites-enabled/

__________________________________________________________________________________________________

mkdir /var/www/omsadmin

chown -R omsserver:www-data /var/www/omsadmin
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Python

YcraHoBka 43blka Python npoussBogutca cTaHgapTHbIM  obGpa3om  u3
penoautapusa Ubuntu Server:

sudo apt-get install python3.6

sudo apt-get -y install python3-pip

sudo pip3 install --upgrade pip

sudo apt install -y python3-venv

_________________________________________________________________________________________________

ﬂanee co3paeTcd BUpPTYyanbHOE OKpYyXeHune B KaTanorax
/var/www/omsserver U /var/www/omsadmin:

python3 -m venv /var/www/omsadmin/venv

python3 -m venv /var/www/omsserver/venv

__________________________________________________________________________________________________

B KaTtanoru /var/www/omsserver 7] /var/www/omasdamin
nomeuwlaetca cogepxumoe apxmpoB ¢ 1O cepeepa OMS #u
yCTaHaBnMBalTca Heobxoaumble nakeTol Python:

cd /var/www/omssserver

source venv/bin/activate

pip install -r requirements.txt

_________________________________________________________________________________________________

cd /var/www/omssserver

source venv/bin/activate

pip install -r regquirements.txt
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Mocne aToro cospatoTcs dainbl 3anycka cepBMcoB systemd:

/etc/systemd/system/omsserver.service

Description = RsduOmsServer

After = mysqgl.service

[Service]

PermissionsStartOnly = true

PIDFile = /run/omsserver/omsserver.pid
User = omsserver

Group = www-data

WorkingDirectory = /var/www/omsserver

ExecStartPre /bin/mkdir /run/omsserver

ExecStartPre = /bin/chown -R omsserver:www-data /run/omsserver

ExecStartPre = /bin/chown omsserver:www-data /var/log/omsserver.log
ExecStartPre = /bin/chown -R omsserver:www-data /var/www/omsserver
ExecStart = /var/www/omsserver/venv/bin/gunicorn wsgi:app --worker-class
gevent -w 1 --bind 127.0.0.1:5000 --pid /run/omsserver/omsserver.pid --

access-logfile /var/log/omsserver.log
ExecReload = /bin/kill -s HUP $MAINPID
ExecStop = /bin/kill -s TERM SMAINPID

ExecStopPost /bin/rm -rf /run/omsserver

ExecStopPost /bin/rm -rf /var/www/omsserver/ pycache

PrivateTmp = true

[Install]

WantedBy = multi-user.target
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/etc/systemd/system/omsadmin.service:

[Unit]
Description = RsduOmsAdmin

After = mysgl.service

[Service]

PermissionsStartOnly = true

PIDFile = /run/omsadmin/omsadmin.pid
User = omsserver

Group = www-data

WorkingDirectory = /var/www/omsadmin
ExecStartPre = /bin/mkdir /run/omsadmin
ExecStartPre = /bin/chown -R omsserver:www—-data /run/omsadmin

ExecStartPre = /bin/chown omsserver:www-data /var/log/omsadmin.log
ExecStartPre = /bin/chown -R omsserver:www—-data /var/www/omsadmin
ExecStart = /var/www/omsadmin/venv/bin/gunicorn wsgi:app --worker-class
gevent -w 1 --bind 127.0.0.1:5005 --pid /run/omsadmin/omsadmin.pid --access-

logfile /var/log/omsadmin.log
ExecReload = /bin/kill -s HUP $MAINPID
ExecStop = /bin/kill -s TERM SMAINPID

ExecStopPost /bin/rm -rf /run/omsadmin

ExecStopPost /bin/rm -rf /var/www/omsadmin/ pycache

PrivateTmp = true

[Install]

WantedBy = multi-user.target
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HaCTpaMBaeTCﬂ3aHyCKCepBMCOB

systemctl enable omsadmin.service
touch /var/log/omsadmin.log

systemctl start omsadmin.service

systemctl enable omsserver.service
touch /var/log/ omsserver.log

systemctl start omsserver.service

Mo.qynb nony4yeHus MH(*)OpMaLWIVI O KOMMYyTaUUAX Hepe3 ovyepeab

coobweHnn RabbitMQ

HasHadeHue aToro moayns — nonyvyeHne WHdopmauunm o KOMMyTauusax u
nepepaya ee vyepes WEB API HenocpeacteeHHO B cepBep OMS.

MecTopacnonoxeHue moayns: /usr/lib/ema/oms/omsrgw

WcnonHsembln dhann mogyns: oms-gw-rmg-signal .py

KoHdurypaumnoHHbln pann mogyna: oms—-gw-rmg-signal.cfg

Jlor pann: /var/log/oms-gw-rmg-signal.log

; HOST or HOST1,HOSTZ2, ..

HOST = 10.5.165.20,10.5.165.30

PORT = 5672

VIRTUAL HOST = rsdu

CONNECTION NAME = RSDU OMS Gateway Signal
EXCHANGE = rsdu.signal

LOGIN = rsdu

PASSWORD = [PASSWORD]

[OMS]

NOTIFY URL =
http://127.0.0.1/rsdu/oms/api/omsgw/signal

[LOG]
; INFO, DEBUG
LEVEL = DEBUG
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3anyck Moayns n3 /etc/systemd/system/oms—-gw-rmg-
signal.service:

Description=RSDU OMS RabbitMQ signal gateway

After=mysqgl.service

[Service]

Type=simple

User=root

Group=root
WorkingDirectory=/usr/lib/ema/oms/omsrgw

ExecStart=/usr/lib/ema/oms/omsrgw/oms-gw-rmg-
signal.py

StandardOutput=syslog

StandardError=syslog

[Install]

WantedBy=multi-user.target
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YcTaHoBKa BUPTYaJiIbHOITO  OKpPYyXeHuA  aHallorm4Ha YCTaHOBKM  OnNA
omsserver.

Moaynb nony4yeHnsa nHopmaumm o CMeHe TOMonorMm ceTm Yyepes
oyepeab coobweHnn RabbitMQ

HasHadeHue aToro moaynsa — nomnyyeHne nHdopmMaumm o CMeHe Tononorum
1 nepefayva ee Yepe3 WEB API HenocpeacteeHHO B cepsep OMS.
MecTopacnonoxeHue moayns: /usr/lib/ema/oms/omsrgw
VcnonHaembin pann mogyns: oms-gw-rmg-topology.py
KoHurypaumoHHeln hain mogyns: oms-gw-rmg-topology.cfg

Jlor pann: /var/log/oms-gw-rmg-topology.log

11
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3anyck Moayns n3 /etc/systemd/system/oms—-gw-rmg-
topology.service:

/

Description=RSDU OMS RabbitMQ topology gateway

After=mysqgl.service

[Service]

Type=simple

User=root

Group=root
WorkingDirectory=/usr/lib/ema/oms/omsrgw

ExecStart=/usr/lib/ema/oms/omsrgw/oms-gw—rmg-
topology.py

StandardOutput=syslog
StandardError=syslog

[Install]
WantedBy=multi-user.target
LEVEL = INFO
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Moaynb nony4yeHusa nHgopmMaLum o NOsIoXKeHUa aBToTpaHcnopTa yepes

cepBuc Wialon

HasHadyeHne aToro mogyns — nonyvyeHne uHdopMauunm o MNONoXeHUn
aBToTpaHcnopta ¢ nopTtana Wialon n nepegaya ee 4vepes WEB API
HernocpeacTBeHHo B cepsep OMS.

MecTopacnonoxeHue moayns: /usr/lib/ema/oms/omsrgw
McnonHsaembin dpann mogyns: oms—-gw-wialon-locations.py
KoHpurypaumoHHblin parin mogyns: oms-gw-wialon-locations.cfg

Jlor pann: /var/log/oms-gw-wialon-locations.log
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[WIALON]

HOST = [AIPEC CEPBEPA WIALON]
TOKEN = [TOKEH IJI1 IOCTYIA]
PERIOD SEC = 180

SAVED DEPTH PERIODS 120
[MYSQL]

MYSQL DATABASE HOST = 127.0.0.1
MYSQL DATABASE USER = pathfinder

MYSQL DATABASE PASSWORD = [IIAPOJIb MOJIESOBATEJIA BXO]

MYSQL DATABASE DB = pathfinder

[LOG]
; INFO, DEBUG
LEVEL = INFO

3anyck moAayns n3 /etc/systemd/system/oms-gw-wialon-
locations.service:

.
I

Description=RSDU OMS Wialon locations gateway

After=mysqgl.service

[Service]

Type=simple

User=root

Group=root
WorkingDirectory=/usr/lib/ema/oms/omsrgw

ExecStart=/usr/lib/ema/oms/omsrgw/oms—-gw-wialon—
locations.py

StandardOutput=syslog
StandardError=syslog

[Install]

WantedBy=multi-user.target

14
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Moaynb koHdurypuposaHua OMS

Moaynb no3BONSieT OCYLECTBNATb KOHUrypuposaHue cuctembol OMS c
nomowbto WEB uHTepdoeiica. [JocTyn K MOZYMO OCYLIECTBIAETCH MO

agpecy http://[IP ampec cepBepa OMS]:8080

Moagynb nosBonsieT HacTpauBaTb cnegylowue pasgensl 6a3bl  JaHHbIX
cepsepa OMS:

N o o > w0 DR

MoTpebuTenu
Bpuragbl
CoTpygHukm
OTkntoveHmns
O6opynoBaHue
CnpaBo4HuMKK

"eonHopmaunoHHas cuctema (GIS)
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